
PRECAUTIONARY MAIL MANAGEMENT 
 

INTRODUCTION 
In the current climate you might want to review your mail management procedures and provide staff 
with clear instructions on dealing with suspect packages.  The purpose of this briefing sheet is to 
provide background information and general guidance for supervisors and a clear, simple instruction 
sheet to display in offices and mailrooms and in a designated safe place if available.  The background 
information will allow supervisors or building security officers to respond to staff reports of suspicious 
packages and decide whether further action is justified. The information is distilled from current 
government advice. 
 
MAIL MANAGEMENT 
Where practicable all mail receipt, sorting and distribution should be concentrated in a single facility.  
Ideally this facility should be away from the main entrance and close to an emergency exit, and there 
should be a safe place close by with a telephone, toilet and washing facilities.  If you believe for any 
reason that your organisation might become a destination for injurious mail or packages, you should 
consider providing mail staff with protective gloves and a selection of see-through containers with 
sealable lids. 
 
SUSPICIOUS ITEMS 
Staff should be advised to be alert to any of the following features, but MUST NOT BE 
ENCOURAGED TO SHAKE, SQUEEZE OR OPEN any package about which they have even the 
slightest doubt. 
 
Unexpected postage, marks or origins.  Incorrect addresses.  
‘Personal’ or ‘Confidential’ markings.  Badly written labels.  
Unusual protrusions or shapes.   Excessive parcelling.  
Unexpected stains, smells or noises.  No return address. 
 
If staff are concerned about any of the above, or have opened a letter or package which reveals 
suspicious contents, they should not investigate further but carry out the Immediate Actions listed on 
the attached notice.  
 
SUBSEQUENT ACTIONS 
If you have received a report from a member of staff about a suspicious package or contents then, 
before discussing the matter further, you should confirm that they have completed the Immediate 
Actions. Before deciding on subsequent action, supervisors or security staff should consider the 
following:  
• Was the intended recipient expecting the item? 
• Are there realistic grounds for believing that your organisation might be vulnerable (because of its 

function or links, individual backgrounds or links)? 
• Is the initial report comprehensive and based on features listed above? 
• Do staff report any unusual personal symptoms or reactions?  
 
If you consider that there are grounds for subsequent action then you must: 
 
1. Instruct a colleague to Call the Police on 999. 
2. Instruct someone to maintain telephone contact with the affected staff and reassure them about the 

actions taken. 
3. Ensure that forced-air heating or ventilation systems are shut down. 
4. Direct members of staff to prevent further movement into the building or in the vicinity of the 

affected room.  Consider moving staff from offices close to the affected room. 
5. Consider your building evacuation routes, procedures and assembly points in case instructed by 

Police to leave. 
6. Carry out immediately any instructions from the Emergency Services. 
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SUSPECT PACKAGES 
If you have any concerns about a 

Mail or Parcel item, or its contents:  
 

If still intact, DO NOT open it, move it,  
or squeeze it. 

 
If possible, but without wasting time, cover 
with an inverted waste bin or similar item. 

 
Turn off fans, fan heaters, air conditioners. 

 
Evacuate all personnel from the room, 
closing all windows and locking doors.  

 
All occupants go straight to safe place.  

Avoid other people. 
 

From the safe place, call your 
supervisor/security staff/police 

on ………………………………… 
 

Do not touch face or other people; wash 
hands thoroughly as soon as possible; report 
immediately any unusual health symptoms. 
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